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Technical Support

Symantec Technical Support maintains support centers globally. Technical
Support’s primary role is to respond to specific queries about product features
and functionality. The Technical Support group also creates content for our online
Knowledge Base. The Technical Support group works collaboratively with the
other functional areas within Symantec to answer your questions in a timely
fashion. For example, the Technical Support group works with Product Engineering
and Symantec Security Response to provide alerting services and virus definition
updates.

Symantec’s support offerings include the following:

m A range of support options that give you the flexibility to select the right
amount of service for any size organization

m Telephone and/or Web-based support that provides rapid response and
up-to-the-minute information

m Upgrade assurance that delivers software upgrades

m Global support purchased on a regional business hours or 24 hours a day, 7
days a week basis

m Premium service offerings that include Account Management Services

For information about Symantec’s support offerings, you can visit our Web site
at the following URL:

www.symantec.com/business/support/
All support services will be delivered in accordance with your support agreement
and the then-current enterprise technical support policy.

Contacting Technical Support

Customers with a current support agreement may access Technical Support
information at the following URL:

www.symantec.com/business/support/

Before contacting Technical Support, make sure you have satisfied the system
requirements that are listed in your product documentation. Also, you should be
at the computer on which the problem occurred, in case it is necessary to replicate
the problem.

When you contact Technical Support, please have the following information
available:

m Product release level
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Hardware information

Available memory, disk space, and NIC information

Operating system

Version and patch level

Network topology

Router, gateway, and IP address information

Problem description:

m Error messages and log files

m Troubleshooting that was performed before contacting Symantec

m Recent software configuration changes and network changes

Licensing and registration

If your Symantec product requires registration or a license key, access our technical
support Web page at the following URL:

www.symantec.com/business/support/

Customer service

Customer service information is available at the following URL:

www.symantec.com/business/support/

Customer Service is available to assist with non-technical questions, such as the
following types of issues:

Questions regarding product licensing or serialization

Product registration updates, such as address or name changes

General product information (features, language availability, local dealers)
Latest information about product updates and upgrades

Information about upgrade assurance and support contracts

Information about the Symantec Buying Programs

Advice about Symantec's technical support options

Nontechnical presales questions

Issues that are related to CD-ROMs or manuals
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Support agreement resources

If you want to contact Symantec regarding an existing support agreement, please
contact the support agreement administration team for your region as follows:

Asia-Pacific and Japan customercare_apac@symantec.com
Europe, Middle-East, and Africa semea@symantec.com

North America and Latin America supportsolutions@symantec.com
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Introducing Discovery
Accelerator

This chapter includes the following topics:
m Key features of Discovery Accelerator
m About the Discovery Accelerator components

m Product documentation

Key features of Discovery Accelerator

Discovery Accelerator is an electronic discovery and review system that integrates
with Enterprise Vault services and archives. Discovery Accelerator lets authorized
users search for, retrieve and preserve, analyze, review, mark, and export or
produce emails, documents, and other electronic items for lead counsel
examination or court-ready production—rapidly and in a cost-effective manner.

Using attorneys and external counsel to review large numbers of items is costly.
With Discovery Accelerator, you can create a hierarchy of reviewers for a discovery
action or case, with different levels of reviewers able to assign certain review
marks. In this way, paralegal staff and non-legal staff can perform an initial review
of search and collection results and leave only the privileged, relevant, or
questionable items for counsel. Optionally, you can then produce the relevant
items with an appropriate Bates number or else simply export them from Discovery
Accelerator in various formats.

About the Discovery Accelerator components

Table 1-1 lists the primary Discovery Accelerator components.
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Table 1-1

The Discovery Accelerator components

Component

Notes

Discovery Accelerator client

The client is used by Discovery Accelerator administrators
to set up and manage the system and by reviewers to access
the items that they are to mark.

Accelerator Manager Web
site

This Web site lets you set up multiple Discovery Accelerator
databases in which to store your data.

Enterprise Vault Accelerator
Manager service

This service handles the requests from the Discovery
Accelerator client and works with the Enterprise Vault
components to access archives, perform searches, and so
on.

Customer database

The customer database is a SQL database in which Discovery
Accelerator stores details of cases, user roles, search results,
review marks and tags, and more.

You can set up multiple customer databases.

Configuration database

The configuration database is a SQL database that specifies
the location of the customer databases and stores details of
the SQL Server, database files, and log files to use.

Custodian Manager Web site
(optional)

This Web site lets you store the details of the custodians
(individual employees) and custodian groups for which you
want to search with Discovery Accelerator. A custodian
group is any collection of employees, such as Windows or
Domino groups and distribution lists, Active Directory or
Domino LDAP searches, and Active Directory containers.

Discovery Accelerator API
Web site (optional)

This Web site lets you use the Discovery Accelerator API to
integrate third-party tools with the software, and thereby
retrieve data from or export it to a Discovery Accelerator
customer database.

For more information on the Discovery Accelerator API,
contact Symantec Support.

Product documentation

Table 1-2 lists the documentation that is available for Discovery Accelerator.
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Table 1-2 The Discovery Accelerator documentation set

Document

Comments

Installation Guide

Outlines how to perform a first-time installation of the
Discovery Accelerator server and client software.

Upgrade Instructions

Explains how to upgrade an existing installation of
Discovery Accelerator to version 9.0.

Administrator's Guide

Provides information for Discovery Accelerator
administrators on how to set up and assign roles, search for
items to include in the review set, export items for offline
review, create reports, and more.

Reviewer's Guide

Describes the features of the Discovery Accelerator client
that are available to reviewers.

Online Help

Accompanies all the Discovery Accelerator applications and
provides extensive information on how to use their facilities.

Release Notes

Provides late-breaking information that you may need to
be aware of before you install and use Discovery Accelerator.

Best Practices Guide

Provides extensive information on how best to plan for and
implement Discovery Accelerator. To obtain this guide, go
to the following page of the Symantec Enterprise Support

site:

http://www.symantec.com/docs/TECH159520

White papers on the Symantec Enterprise Support site

For more information on the deduplication features in Discovery Accelerator, see

the Accelerator Deduplication white paper. This is available from the following
page of the Symantec Enterprise Support site:

http://www.symantec.com/docs/DOC3621

For extensive information on how to conduct searches with Discovery Accelerator,
see the Effective Searching white paper. This is available from the following page

of the Symantec Enterprise Support site:

http://www.symantec.com/docs/TECH88031

"How To" articles on the Symantec Enterprise Support site

Most of the information in the Discovery Accelerator manuals is also available
online as "How To" articles on the Symantec Enterprise Support site. You can
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access these articles by searching the Internet with any popular search engine,
such as Google, or by following the procedure below.

To access the "How To" articles on the Symantec Enterprise Support site

1 Type the following in the address bar of your Web browser, and then press
Enter:

http://www.symantec.com/business/support/all_products.jsp

2 Inthe Supported Products A-Z page, choose Enterprise Vault Discovery
Accelerator.

In the Product Support box at the right, click How To.

Search for a word or phrase by using the Knowledge Base Search feature, or
browse the list of most popular subjects.

Comment on the documentation

Let us know what you like and dislike about the documentation. Were you able to
find the information you needed quickly? Was the information clearly presented?
Report errors and omissions, or tell us what you would find useful in future
versions of our guides and online help.

Please include the following information with your comment:

m The title and product version of the guide on which you want to comment.
m The topic (if relevant) on which you want to comment.

® Your name.

Email your comment to evdocs@symantec.com. Please only use this address to
comment on product documentation.

We appreciate your feedback.


http://www.symantec.com/business/support/all_products.jsp
mailto:evdocs@symantec.com?subject=Comments on the Enterprise Vault documentation

Preparing to install
Discovery Accelerator

This chapter includes the following topics:

m Configuration options for Discovery Accelerator

m Prerequisites for Discovery Accelerator

m Enabling ASP.NET and Active Server Pages in Windows Server 2003
m Setting the Windows and ASP.NET Temp folder permissions

m Disabling networking facilities that can disrupt a Discovery Accelerator
environment

m Configuring the SQL Server Agent service
m Assigning permissions and roles in SQL databases

m Verifying that Enterprise Vault expands distribution lists

Configuration options for Discovery Accelerator

Discovery Accelerator is a client/server application. The client software runs on
a Windows workstation, and the server software runs on a Windows server. For
optimum performance, you typically install the server software on a dedicated
server. A Microsoft SQL Server stores all the configuration and customer
information.

Although you can install the Discovery Accelerator server software on the same
computer as your normal Enterprise Vault installation, you may prefer to install
it on a separate computer. You can choose from several configuration options. If
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your planned configuration is different and you are unsure of what to configure
on the Discovery Accelerator computer, contact Symantec for advice.

The Best Practices Guide provides extensive information on how best to plan for
and implement Discovery Accelerator.

Do not install the Compliance Accelerator and Discovery Accelerator server
software on the same computer.

Discovery Accelerator configuration for large installations

A self-contained installation of Discovery Accelerator with a separate SQL Server
computer minimizes the effect that intensive Discovery Accelerator searches

have on the Enterprise Vault installation. This configuration is likely to suit larger
installations.

The Discovery Accelerator computer must be in the same domain as the Enterprise
Vault server or in a trusted domain.

Figure 2-1 Configuration for large installations

Enterprise Vault SQL Server

Discovery Accelerator Discovery Accelerator
clients server

Note: For information on the effect that using SQL Server 2008 can have on the
analytics facilities in Discovery Accelerator, see the Administrator's Guide.
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Discovery Accelerator configuration for smaller installations

The only difference between the configuration for smaller installations and the
configuration for large installations is that, in smaller installations, Enterprise
Vault and SQL Server are on the same computer.

Figure 2-2 Configuration for smaller installations
Enterprise Vault server with SQL Discovery Accelerator
Server server

Discovery Accelerator
clients

For test purposes, you can run Discovery Accelerator, SQL Server, and Enterprise
Vault on the same computer.

Prerequisites for Discovery Accelerator

The computers on which you install SQL Server, the Discovery Accelerator server
software, and the Discovery Accelerator client software each have different
requirements.

Prerequisites for the SQL Server computer

The SQL Server computer must be running SQL Server 2005 SP2 or later.

15
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Prerequisites for the Discovery Accelerator server computer

Table 2-1 lists the software items that you must install and configure on the
computer that is to run the Discovery Accelerator server software.

Table 2-1 Prerequisite software for Discovery Accelerator server installation
Item Notes
Windows You require one of the following:

m Windows Server 2003 SP2.

m Windows Server 2003 R2 SP2.

® Windows Server 2003 x64 Edition (using WOW 64):
original release, SP1, or SP2.

m Windows Server 2008 x64 Edition (using WOW 64):
SP1, SP2, R2 or R2 SP1.

Internet Information Services | You require one of the following:

(IIS) m IIS 6.0 with ASP.NET.

m IIS 7.0 with ASP.NET, IIS 6.0 Management
Compatibility, IIS hot fix 949516, and Windows
Authentication.

m IIS 7.5 with ASP.NET, IIS 6.0 Management
Compatibility, and Windows Authentication.

Internet Explorer You require Internet Explorer 7.0 or later to run the
Accelerator Manager Web site and Custodian Manager
Web site.

For optimum results, do the following:

m Configure the privacy settings in Internet Explorer
to allow cookies.

m Turn off any pop-up blockers.

m Ensure that the advanced option Play animations
in webpages is selected.
In Internet Explorer, click Internet Options on the
Tools menu. Then, on the Advanced tab, locate the
required option in the Multimedia category.
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Table 2-1 Prerequisite software for Discovery Accelerator server installation

(continued)

Item

Notes

Internet Explorer Web Controls

The installation package for these controls is in the
Links To Related Software folder on the
distribution media.

Some versions of Windows may display the message
"This program has known compatibility issues" when
you install the Internet Explorer Web Controls. You can
ignore this message, as the Web Controls should still
install without problem.

17
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Table 2-1

Prerequisite software for Discovery Accelerator server installation

Item

Notes

Enterprise Vault

If Discovery Accelerator is installed on a separate
computer from Enterprise Vault, you must install the
Enterprise Vault software on the Discovery Accelerator
computer.

As a minimum, you require an 8.0 or 9.0 version of one
of the following:

m  Enterprise Vault Services
m Enterprise Vault API Runtime

Note the following important points about the version
of Enterprise Vault that you install on the Discovery
Accelerator server:

m All Enterprise Vault servers in all Enterprise Vault

sites in a Discovery Accelerator environment must
run the same version of Enterprise Vault.
For example, when using Discovery Accelerator with
two Enterprise Vault installations, you cannot have
one site that runs Enterprise Vault 8.0 and another
that runs Enterprise Vault 9.0.

m The major version of Discovery Accelerator must be
the same as, or one later than, the major version of
Enterprise Vault.

For example, you can run Discovery Accelerator 9.0
with Enterprise Vault 8.0 servers, but you cannot
run Discovery Accelerator 8.0 with Enterprise Vault
9.0.

m If the major version of Discovery Accelerator is the
same as the major version of Enterprise Vault, the
minor version (Service Pack) of Discovery
Accelerator must be the same as, or later than, the
minor version of Enterprise Vault
For example, you can run Discovery Accelerator 9.0.3
with Enterprise Vault 9.0.2 servers, but you cannot
run Discovery Accelerator 9.0.2 with Enterprise
Vault 9.0.3.

See the Compatibility Charts for more information on
supported versions of Enterprise Vault.

To search on content in Discovery Accelerator, set
indexing on the Enterprise Vault archives to full.
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Table 2-1 Prerequisite software for Discovery Accelerator server installation

(continued)

Item

Notes

Outlook

You require one of the following to export Exchange
Server items in PST format or download the original
versions of the items:

m Outlook 2003 SP2 or SP3.

m Outlook 2007 SP2.

Windows Installer

You require Windows Installer 3.1 or later. The
installation package for version 3.1isin the Links To
Related Software folder on the distribution media.

.NET Framework

You require .NET Framework 3.5 SP1 or later.

This is available as a separate download (see the Links
To Related Software folder in the distribution
media).

We recommend that you do not configure the Discovery
Accelerator server to download and install .NET
Framework updates automatically from the Windows
Update site. Contact Symantec Support before installing
such updates.

Lotus Notes client

You require version 7.0.3 or later of the Lotus Notes
client to export Lotus Domino items.

Install the client in single-user mode, using the account
under which the Accelerator Manager service runs.

Visual C++ 2008 SP1
Redistributable Package (x86)

Enterprise Vault installs a suitable version of this
package. The installation files for the package are also
inthe Links To Related Software folder on the
distribution media.

For the best results, we recommend that you install the Discovery Accelerator
server software on a computer that has the following:

m Atleast 4 GB of memory.

m Sufficient hard drive space to accommodate the searches and export runs that

you expect to undertake.

All transaction requests from Discovery Accelerator clients to the Enterprise
Vault and Discovery Accelerator servers use the Temp folder of the Vault

Service account for temporary storage. Therefore, you must ensure that this
folder has sufficient free space to handle large Discovery Accelerator searches
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and export runs. On both the Discovery Accelerator and Enterprise Vault
servers, the Vault Service account's Temp folder must be on a drive that has
a minimum of 40 GB of free space. However, 80 GB of free space is preferable.
Exclude the Vault Service account's Temp folders from antivirus scanning.

m Multiple hard drives. For example, you might use drive C for the operating
system, drive D for the CD or DVD drive, drive E for the Temp folder of the
Vault Service account, and drive F for the export output folder. You might split
the Windows paging file across drives E and F.

The Best Practices Guide provides extensive information on the Discovery
Accelerator server's hardware requirements. You can obtain this guide from the
Symantec Enterprise Support site at http://www.symantec.com/docs/TECH159520.

Prerequisites for Discovery Accelerator client computers

Table 2-2 lists the software items that you must install and configure on the
computers that are to run the Discovery Accelerator client software.

Table 2-2

Prerequisite software for Discovery Accelerator client installation

Items

Notes

Windows

You require one of the following:

m Windows XP SP2 or SP3.
m Windows Vista SP1 or SP2.
m Windows 7 original release or SP1.

.NET Framework

You require .NET Framework 3.5 SP1 or later.

This is available as a separate download (see the Links
To Related Software folder in the distribution
media).

Outlook

You require one of the following to view Exchange
Server items in their original form rather than in an
HTML representation of the items:

m Outlook 2003 SP1 or later.

m Outlook 2007.
m Outlook 2010.

Lotus Notes client

You require version 7.0.3 or later of the Lotus Notes
client to view Lotus Domino items in their original form
rather than in an HTML representation of the items.
Install the client in single-user mode.
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Table 2-2 Prerequisite software for Discovery Accelerator client installation

(continued)

Items Notes

Visual C++ 2008 SP1 You require this package if you want to view Lotus
Redistributable Package (x86) Domino items in their original form rather than in an

HTML representation of the items. The installation files
for the package are in the Links To Related
Software folder on the distribution media.

The recommended screen resolution for the Discovery Accelerator client is
1024x768 or higher. For the best results, ensure that your client computers have
at least 2 GB of memory.

Enabling ASP.NET and Active Server Pages in Windows

Server 2003

If you plan to install the Discovery Accelerator server software on a Windows
Server 2003 computer, you must ensure that core ASP.NET and IIS components
are installed and enabled.

To enable Active Server Pages and ASP.NET in Windows Server 2003

1

o b~ W N

Open Control Panel.

Click the Add or Remove Programs applet.

Click Add/Remove Windows Components.

In the Windows Components Wizard, check Application Server.

Click Details.



22 | Preparing to install Discovery Accelerator
Enabling ASP.NET and Active Server Pages in Windows Server 2003

6

10

In the Application Server dialog box, check ASP.NET.

'Windows Components Wizard

Windows Components
You can add or remove components of Windows.

To add or remove a component, click the checkbox. A shaded box means that onlly
pait of the component will be installed  To see whal's included in a component, chick
Details.

Components:

Vel

[] |88 Cedificata Carica:

1 AMEB

) BE il
[] @4Fax Sen To add or remove a component, click the check box. & shaded box means that only part
Descriplion: In of the companent wil be installed To see what's included in a component. click Details.
0 A Subcomponents of Server:
5 ::Ebi [ “f Application Server Console 0.0ME <]
e 8 ASPNET 0.0 MB

] @» Enable network COM+ access 0.0MB

] EAJEnable network DTC access 0.0MB

¥ % Intemet Information Services (1I5) 26.9MB

¥ o Message Qusuing 6.5MB »

D i Allows this ket to run ASP.NET applications.

Total disk space required: 33MB Details

Space available on disk: 283269 4 MB

Click Internet Information Services (IIS).

Click Details.

In the Internet Information Services dialog box, click World Wide Web

Service.

Click Details.



Preparing to install Discovery Accelerator
Setting the Windows and ASP.NET Temp folder permissions

11 Inthe World Wide Web Service dialog box, check Active Server Pages.

Application Server X

To add or remove a component, cick the check bax A shaded box means that only part
of the component will be installed To see what's included in a component, click Detals

b7 e HEd Internet Information Services (I1S) =

To add or remove 3 component, click the check box. A shaded box means that onbs part
of the component will be nstalad. To see what's included in 2 component, cick Datads.

Subco of Intemet S sk

PR v &

¥ " Intewnet Informat

) gilntesnet Printing T add od remove & component, cick the check box A shaded box means that only pait
of the component vl be instaled. To see what's included in a componert, click Detads.

¥ EGENNTP Service

Desciiplionc IS |4 53 SMTP Senice
for e TR
B (ol Wide We Serves Pages
Total disk space 1 [] [] Iresriet D ata Connectos 0.0 MB
Space available o - [ Cgh Rremate Adrmistration [HTML) 5.7 MB
Desciplion. A cereca | ~2 g umore Daskiop Web Comnection 14 ME
[ [#] Server Side Inchudes 0.0ME
Total disk i [ [#] WebDa Publishing 0.0 ME
Space avaisble ondisk: | ) \woid Wide Web Service 1ame =]

Descriplion:  Allow ASP files. Active Server Pages is shvays installed.

Total disk space required: 33MB Deta
Space availsbleon disk: 2832904 MB —]
con

12 Click OK to close the dialog boxes and return to the Windows Components

Wizard.

13 Click Next to install the additional components.
14 Click Finish.

To check that Active Server Page scripts can run

1
2
3

Open IIS Manager.
In the left pane, click Web Service Extensions.

In the right pane, check that Active Server Pages are Allowed.

Setting the Windows and ASP.NET Temp folder

permissions

To enable users to access any of the Discovery Accelerator Web sites, such as the
Accelerator Manager site, you must ensure that the Authenticated Users group
has Full Control permissions in the following folders:

The Windows Temp folder on the Discovery Accelerator server. This folder is
typically $windirs\Temp.

The ASP.NET Temp folder on the IIS computer. This folder is typically:

$windir$\Microsoft.NET\Framework\version\Temporary ASP.NET Files
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64-bit versions of Windows also have the following ASP.NET Temp folder:

$windir$\Microsoft .NET\Frameworké64\version\Temporary ASP.NET Files

To set the Temp folder permissions

1

o ~ W N

In Windows Explorer, right-click the folder whose permissions you want to
change, and then click Properties.

Click the Security tab.
Add Authenticated Users and give them Full Control.
Click Advanced.

In the Advanced Security Settings dialog box, ensure that Allow inheritable
permissions from parent to propagate to this object is checked.

Disabling networking facilities that can disrupt a
Discovery Accelerator environment

The Windows networking subsystem provides a number of facilities that can cause
issues in a Discovery Accelerator environment. We recommend that you disable
these facilities.

To disable networking facilities that can disrupt a Discovery Accelerator environment

1

Disable the following features on your designated Discovery Accelerator
server, Enterprise Vault servers, and all SQL Servers that host an Enterprise
Vault database:

m Receive-Side Scaling

m TCP Chimney

m TCP Segmentation Offloading
m TCP/IP Offload Engine

The following article on the Symantec Enterprise Support site provides
instructions on how to disable these features:

http://www.symantec.com/docs/TECH63230

Disable any network interface card (NIC) Teaming that may be present on
the Enterprise Vault and Discovery Accelerator servers.

For guidelines on how to disable NIC Teaming, consult the documentation
that your hardware vendor provides.


http://www.symantec.com/docs/TECH63230
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Configuring the SQL Server Agent service

Discovery Accelerator provides the facility to create schedules with which you
can conduct recurrent or future searches for items. As these schedules are SQL
Server Agent jobs, you must ensure that the SQL Server Agent service is running
on your SQL Server computer.

You must also ensure that the SQL Server Agent service is running if you want to
use the analytics facilities in Discovery Accelerator to mark or tag items
automatically. For more information on these facilities, see the Administrator's
Guide.

We recommend that you configure the SQL Server Agent service to start
automatically when the SQL Server computer starts.

To configure the SQL Server Agent service to start automatically

1 Onyour SQL Server computer, double-click the Administrative Tools applet
in Control Panel.

2 Double-click Services.
Right-click SQL Server Agent, and then click Properties.
Change the startup type to Automatic, and then click OK.

Assigning permissions and roles in SQL databases

You must assign a number of SQL Server roles and permissions to the Vault Service
account to perform various activities with Discovery Accelerator. The Vault Service
account is the account that Enterprise Vault services and tasks use when accessing
Enterprise Vault databases.

Assigning SQL Server roles to the Vault Service account

The facility to create configuration and customer databases with Discovery
Accelerator is dependent on the Vault Service account having the SQL Server role
of database creator (dbcreator).

You may also want to assign the system administrator (sysadmin) role to the Vault
Service account.

To assign SQL Server roles to the Vault Service account
1 Onthe SQL Server computer, start SQL Server Management Studio.

2 In the left pane of the SQL Server Management Studio window, expand the
tree to display first the required SQL Server and then the Security folder.
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3 Under the Security folder, click Logins to display the users in the right pane.
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4 Inthe Logins list, right-click the Vault Service account, and then click
Properties.

In the login properties dialog box, select the Server Roles page.

In the Server roles box, make sure that that dbcreator is checked.
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Discovery Accelerator provides the facility to create schedules with which
you can conduct searches repeatedly or at some future time. These schedules
are SQL Server Agent jobs and, by default, Discovery Accelerator assumes
that you want to make a user with the SQL system administrator (sysadmin)
role the creator and owner of them. Therefore, you can either grant the
sysadmin role to the Vault Service account or take the following additional
steps to assign the minimum permissions needed to the Vault Service account:

m Follow the instructions in the next section to grant permissions and roles
in the msdb system database to the Vault Service account.

m After you have installed the Discovery Accelerator client, change the value
of the security configuration option "Use SQL Server 2005 SystemAdmin
Server Role for Schedules". For instructions on how to do this, see the
Administrator's Guide.

Assigning the permissions and roles required to create search

schedules

If you do not assign the SQL sysadmin role to the Vault Service account, you must
grant sufficient permissions and roles to this account to make it the creator and
owner of Discovery Accelerator search schedules. Briefly, you must do the
following:
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Add the Vault Service account to the msdb system database.

Grant permissions to the Vault Service account in various msdb tables and
stored procedures.

Assign the database role SQLAgentUserRole to the Vault Service account.

The following sections describe these activities in more detail.

To add the Vault Service account to the msdb system database

A U A W N =

7

On the SQL Server computer, start SQL Server Management Studio.
Select the required SQL Server.

Browse to Databases > System Databases > msdb > Security > Users.
Right-click Users, and then click New User.

In the User name box, enter a new user name.

In the Login name box, enter the domain and user name of the Vault Service
account in the form domain\user_name.

Click OK.

To grant permissions to the Vault Service account

1
2
3

Right-click the new user that you have just created, and then click Properties.
Select the Securables page.

Add the following msdb tables to the list of securables, and then grant the
Select permission for them to the Vault Service account:

m sysjobs
m sysjobschedules

m sysjobsteps

sysschedules

Add the stored procedure sp_add_category to the list of securables, and then
grant the Execute permission for it to the Vault Service account.

To assign the database role SQLAgentUserRole to the Vault Service account

1

Browse to Databases > System Databases > msdb > Security > Roles >
Database Roles.

Right-click SQLAgentUserRole, and then click Properties.

On the General page, click Add, and then select the Vault Service account
that you have just created.
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Assigning the permissions required to enable cases for analytics

To enable cases for analytics, the Vault Service account requires a number of
permissions in various msdb tables and stored procedures. Without these
permissions, errors occur when you try to enable a case for analytics.

To assign the permissions required to enable cases for analytics

On the SQL Server computer, start SQL Server Management Studio.
Select the required SQL Server.

Browse to Databases > System Databases > msdb > Security > Users.
Right-click the Vault Service account, and then click Properties.

Select the Securables page.

a U~ W N =

Add the following msdb tables to the list of securables, and then grant the
Select permission for them to the Vault Service account:

m sysjobhistory

m sysjobs

m sysjobschedules
B sysjobservers

m sysjobsteps

m sysschedules

7 Add the following stored procedures to the list of securables, and then grant
the Execute permission for them to the Vault Service account:

m sp_add_category

m sp_add_job

m sp_add_jobschedule
m sp_add_jobserver

m sp_add_jobstep

Verifying that Enterprise Vault expands distribution
lists

In Microsoft Exchange environments, you must ensure that the Enterprise Vault
Exchange Journaling Task expands distribution lists in the To, CC, and BCC fields
of items.
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To verify that Enterprise Vault expands distribution lists

1
2

Open the Enterprise Vault Administration Console.
Expand the contents of the left pane until the journaling policies are visible.

Right-click the required policy, and then click Properties. For example:
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By default an Exchange Journaling Task does not expand distribution
lists. This setting enables you to turn on the expansion.
[ExpandDistributionLists]

OK I Cancel | Apply | Help |

Click the Advanced tab, and then check the value for the Expand distribution
lists setting.

If you need to change the value for the setting, do the following:

m Click Modify.
m Change the value to On.

m Click OK in each dialog box to save the change that you have made.

m Restart the Journaling task to put the change into effect.



Installing Discovery
Accelerator

This chapter includes the following topics:
m Installing the Discovery Accelerator server software

m Installing the Discovery Accelerator client software

Installing the Discovery Accelerator server software

Follow the instructions in this section to perform a first-time installation of the
Discovery Accelerator server software. If you want to upgrade an existing
Discovery Accelerator installation, see the DAUpgradeInstructions file.

To install the Discovery Accelerator server software

1 StarttheDiscovery Accelerator installation program (Symantec Enterprise

Vault Discovery Accelerator Serverilanguage.msi).

2 Follow the on-screen instructions, which prompt you to submit information
at several points.

m Choose between the following setup types:

Typical Installs all the components. This option is recommended for most
users.
Custom Lets you select the components to install. For example, you can

choose to install the Enterprise Vault Accelerator Manager service
but not the Custodian Manager Web site or Discovery Accelerator
API Web site.
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m If you are prompted for details of the account under which to run the
Enterprise Vault Accelerator Manager service, enter the details of the
Vault Service account with which you manage your Enterprise Vault
server.

If you have chosen to install the Accelerator Manager service then, when the
installation program has finished, check the option to display the Enterprise
Vault Accelerator Manager Web site. Then you can create the configuration
database and customer databases.

The installation program automatically opens the Accelerator Manager Web
site with administrator privileges if you have installed Discovery Accelerator
on a server in which User Account Control (UAC) is enabled. (This is a
requirement when accessing the Web site in such environments.) If UAC is
not enabled, a Run As dialog box may prompt you for the name and password
of the user account under which to access the Web site. Enter the details of
the Vault Service account with which you manage your Enterprise Vault
server.

See “Creating the configuration database and customer databases” on page 33.

If you want to use the Legal Hold facility to stop users from deleting items
from their archives, you must install a Discovery Accelerator license on each
storage server in your Enterprise Vault site. To install the license, find the
Enterprise Vault license key file on each server, and open it in a text editor.
Then paste into the file the Discovery Accelerator license key with which you
have been provided.

The following is a typical example of a key:

<key>
<name>EVDA</name>
<version>1.0</version>
<start date>2009-05-28</start date>
<end date>2010-12-31</end date>
<warn policy>1,07</warn policy>
</key>

Contact Symantec Corporation to obtain your license key, if you do not already
have it.

Allowing Enterprise Vault to communicate with Discovery Accelerator
through the firewall in Windows Server 2008

If you have installed the Discovery Accelerator server software on a Windows
2008 computer, you must configure the Windows firewall to permit Enterprise
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Vault to communicate with Discovery Accelerator through it. Certain interactions
between the Enterprise Vault server and the Discovery Accelerator server require
unrestricted communication. You can allow Enterprise Vault to communicate
with Discovery Accelerator through the Windows firewall by adding the
Accelerator service process to the exceptions list for the firewall.

You must be logged on to the computer as an administrator to complete this
procedure.

To allow Enterprise Vault to communicate with Discovery Accelerator through the
firewall in Windows Server 2008

1 Click the Windows Start menu, and then click Control Panel.
2 Click Security, and then click Windows Firewall.

3 Click Changesettings and then, in the Windows Firewall Settings dialog box,
click the Exceptions tab.

4  (Click Add program.

Click Browse, and then browse to the Discovery Accelerator program folder
(typically, C:\Program Files\Enterprise Vault Business Accelerator).

6 Click Acceleratorservice.exe, and then click Open.

7 Click OK.

Creating the configuration database and customer databases

After you have installed the Discovery Accelerator server software, you must set
up the required configuration and customer databases with the Accelerator
Manager Web site.

The configuration database specifies the locations of the customer databases, and
it stores details of the SQL Server, database files, and log files to use. Each customer
database stores details of cases, user roles, search results, review marks and tags,
and more.

You can set up one configuration database only, but you can set up multiple
customer databases. The configuration database can reside on one SQL Server,
and the customer databases can reside on a different SQL Server. You may find
it useful to set up multiple customer databases if, for example, you want to separate
the groups who are to perform searches in Discovery Accelerator. Suppose that
your legal department and human resources department both need to perform
searches. These two departments may not be able to share roles in a Discovery
Accelerator system. Setting up two customers lets both departments use Discovery
Accelerator without needing access to the same Discovery Accelerator setup.

Before you proceed, note the following:
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m Ifyouhave installed Discovery Accelerator on a server in which User Account
Control (UAC) is enabled, you must open the Accelerator Manager Web site
with administrator privileges. Right-click the Internet Explorer shortcut on
the Windows Start menu and then click Run As Administrator.

m If Symantec Endpoint Protection is running on your Discovery Accelerator
server, we recommend that you shut it down temporarily.
See “Cannot create or upgrade Discovery Accelerator customer databases when
Symantec Endpoint Protection is running” on page 58.

To create the configuration database

1 Ifyou have yet to display the Accelerator Manager Web site, start Internet
Explorer and browse to the following location:

http://server_name/EVBAAdmin

where server_name is the name of the server on which you installed the
Discovery Accelerator server software.

2 Inthe Configuration Database Details page, enter your preferred details,

and then click OK.

SQL Server

Database name

Use Existing Database

Data File Folder

Specifies the name or IP address of the SQL Server
computer. You can specify the IP address in either IPv4
or IPv6 format. SQL instances are supported.

Specifies the name of the configuration database. The
name cannot contain any of the following characters:

\/:*2" <>

Note: Compliance Accelerator and Discovery
Accelerator cannot share the same configuration
database. So, if you previously created the
configuration database for one application, you must
create a new database with a different name when
setting up the other application.

Instructs Discovery Accelerator to use the specified
existing database instead of creating a new one. If you
choose this option, the remaining boxes in the page
are unavailable.

Specifies a location for the configuration database file.
This location should be a valid, existing path on the
SQL Server computer, and it must be a local path (not
anetwork share path). For example, you might specify
the path as £: \SQLData. A minimum of 300 MB is
required for the default configuration database.
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Log File Folder Specifies a location for the database log files. This
location should be a valid, existing path on the SQL
Server computer, and it must be a local path (not a
network share path). For example, you might specify
the path as F:\SQLLogs. A minimum of 300 MB is
required for the database log files.

Initial Database Size Sets the initial size in megabytes of the configuration
database file. In the Growth % box, you can specify as
a percentage of the file size the amount of space that
is automatically added to the file each time more is
needed.

Initial Log Size Sets the initial size in megabytes of the database log
files. In the Growth % box, you can specify as a
percentage of the file size the amount of space that is
automatically added to a file each time more is needed.

When Discovery Accelerator prompts you to do so, restart the Enterprise
Vault Accelerator Manager service by using the Services snap-in to Microsoft
Management Console.

In the Accelerator Manager Web site, click Upload License to import your
license key file into Discovery Accelerator.

To create the customer databases

1

In the left pane of the Accelerator Manager Web site, right-click the server
node, and then click New Customer.

Complete the details in the Create Customer page, and then click OK.

Customer Type Specifies whether this database is a customer database
for Discovery Accelerator or Custodian Manager.

Name Specifies a unique name for the customer. The name
cannot contain any of the following characters:
\/ : * ? " <> | v

Directory DNS aliases Specifies the DNS alias, server name, or IP address of

the Enterprise Vault Directory Service computer. You
can specify IP addresses in either IPv4 or IPv6 format.

If you want to specify multiple Directory service
computers, type the details of each one on a line of its
own.
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Administrator User or Group Optionally nominates an Active Directory user account

Enable Customer's tasks

IIS section

Virtual Directory

IIS Server

or group account as an administrator for the Discovery
Accelerator customer database. This user or group has
full administrative permissions in the customer
database and typically assigns application-wide roles
to other users. Specify the account details in the form
domain\user_or_group _name; for example,
"OurDomain\Marie.Lopez".

Note that the Vault Service account already has full
administrative permissions in the customer database,
so there is usually no need to nominate another user
or group. However, you may want to do this if your
company policy restricts the use of service accounts.

Enables users to perform activities in the Discovery
Accelerator client. If you uncheck this option, only
automatic tasks like scheduled searches are
permissible.

Specifies the name of the IIS virtual directory for the
Discovery API Web site. This site lets software
developers integrate third-party tools with Discovery
Accelerator, and thereby retrieve data from or export
it to a Discovery Accelerator customer database.

No two customers can share the same virtual directory
name. The directory name must not include space
characters or any of the following characters:

“2\/%" "

Note that you cannot name the virtual directory for
any Discovery Accelerator customer as "EVBAAdmin",
because this name is reserved for the Accelerator
Manager Web site.

Specifies the name or IP address of the IIS server that
is to host the Discovery Accelerator site. You can type
the IP address in either IPv4 or IPv6 format. However,
you cannot type an IPv6 address that includes colons
(:) or is enclosed in square brackets ([]).

The default entry for this field is the server on which
you are running the Accelerator Manager Web site.
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SQL Server

Database

Use Existing Database

Data File Folder

Log File Folder

Initial Database Size

Initial Log Size
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Lets you administer the virtual directory by using the
Discovery Accelerator client. By default, the option is
checked.

Specifies the name or IP address of the SQL Server on
which the customer database is to reside. You can
specify the IP address in either IPv4 or IPv6 format.
The default entry for this field is the server on which
you are running the Accelerator Manager Web site.

Specifies the name of the customer database. The name
cannot contain any of the following characters:

\/:*2" <>

Instructs Discovery Accelerator to use the specified
existing database instead of creating a new one. If you
check this option, many of the remaining boxes in the
page become unavailable. By default, the option is not
checked.

Specifies a location for the customer database file. This
location should be a valid, existing path on the SQL
Server computer, and it must be a local path (not a
network share path). For example, you might specify
the path as E: \SQLData.

Specifies a location for the database log files. This
location should be a valid, existing path on the SQL
Server computer, and it must be a local path (not a
network share path). For example, you might specify
the path as F: \SQLLogs.

Sets the initial size in megabytes of the customer
database file. In the Growth % box, you can specify as
a percentage of the file size the amount of space that
is automatically added to the file each time more is
needed.

Sets the initial size in megabytes of the database log
files. In the Growth % box, you can specify as a
percentage of the file size the amount of space that is
automatically added to a file each time more is needed.
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Windows Authentication Specifies whether to use a Microsoft Windows user
account to connect to the customer database. If you
uncheck this option, you must set the SQL logon name
and password to use for the database connection.

Connection Time Out Specifies the amount of time in seconds to wait for
connections to the customer database to complete
before terminating the attempt and generating an
error.

Connection Life Time Specifies the time in seconds that a connection to the
customer database is considered valid. When the time
has elapsed, the connection is disposed of.

Max Pool Size Specifies the maximum number of database
connections that can be simultaneously opened to the
customer database.

DSN Specifies the full connection string, or Data Source
Name (DSN), to use when connecting to the customer
database. The process of creating and connecting to
the database automatically fills in this field. Do not
modify the details unless Symantec Support advises
you to do so.

Database Locations For Analytics section

This area of the page lists existing database locations for analytics data, and lets you
add new database locations. You must specify at least one database location for
analytics. If you do not intend to use the analytics feature with this customer, use
the default database location.

See “Configuring analytics database locations” on page 38.

3 Wait for Discovery Accelerator to create the customer database. This process
can take several minutes to complete.

4  Repeat steps 1 through 3 for each customer database that you want to create.

Configuring analytics database locations

When you enable a case for analytics, Discovery Accelerator must fetch all the
case items from Enterprise Vault into the customer database, and index them.
This requires a large amount of disk space. Discovery Accelerator lets you define
locations to host the analytics table file groups and indexes. You can add more
locations when you need more disk space.

The Customer page of the Accelerator Manager Web site lists existing analytics
database locations, and lets you add more. Next to each location, check marks in
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the Table File Group and Full Text Indexes columns show whether the location

is

used for table files, search indexes, or both.

When you plan and configure analytics database locations, consider the following:

The volume of data. The collection and indexing of analytics data can generate
very large databases and index files. As a rough guide, collecting one million
items that are all 20 kilobytes in size can produce a database that is 40 gigabytes
or more in size. However, this can vary from one environment to another.
The Best Practices Guide for Discovery Accelerator provides extensive
information on how to size your Discovery Accelerator databases appropriately.
You can obtain this guide from the Symantec Enterprise Support site at
http://www.symantec.com/docs/TECH159520.

Performance. Host each database location on a physically separate disk. If you
have more than one analytics database location, Discovery Accelerator uses
them in rotation to spread the data and the disk access requirements.

Each Discovery Accelerator case uses only one location for the search index
and one location for the database.

The following examples show two valid configurations for analytics database

locations.

Table 3-1 Analytics database locations: example 1
Location Table File Group Full Text Indexes
C:\SQL\Data Checked Checked
D:\SQL\Data Checked Checked
E:\SQL\Data Checked Checked
F:\SQL\Data Checked Checked

Table 3-2 Analytics database locations: example 2
Location Table File Group Full Text Indexes
C:\SQL\Data Unchecked Checked
D:\SQL\Data Unchecked Checked
E:\SQL\Data Checked Unchecked
F:\SQL\Data Checked Unchecked
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To add a database location for analytics

1 Browse to the Accelerator Manager Web site.

2 Right-click the appropriate customer, and then click Properties.
3 Under Database Locations For Analytics, click New Location.

4  Enter the path to the new database location. Note the following:

m The database locations must reside on the SQL server, and you must use
local paths to refer to them. For example, do not use UNC paths to refer
to database locations.

m The Accelerator Manager Web site does not verify that the specified
locations exist. You must ensure that the paths are valid.

Check Table File Group, Full Text Indexes, or both.
Click OK next to the new location.

Repeat steps 3 through 6 if you want to add more database locations.

Setting up a Custodian Manager Web site

Custodian Manager is a browser-based application with which you can store the
details of the custodians (individual employees) and custodian groups for which
you want to search with Discovery Accelerator. A custodian group is any collection
of employees, such as Windows or Domino groups and distribution lists, Active

Directory or Domino LDAP searches, and Active Directory containers. After you
have added the custodians and custodian groups to Custodian Manager, you can
pick from them when you define the criteria for a Discovery Accelerator search.

Note: A Discovery Accelerator configuration database can have one Custodian
Manager Web site only. All customers that share the configuration database share
Custodian Manager.

To set up a Custodian Manager Web site
1 Open the Accelerator Manager Web site.

If you have installed Discovery Accelerator on a server in which User Account
Control (UAC) is enabled, you must open the Accelerator Manager Web site
with administrator privileges.

2 Right-click the server node in the left pane, and then click New Customer.
In the Create Customer page, set the customer type to Custodian Manager.

Enter your preferred IIS and SQL database details, and then click OK.
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5 Browse to the Custodian Manager Web site that you have just created. The
address of this Web site takes the following form:

http://server_name/virtual_directory
For example:
http://server2/EVBACustodianManager

6 Use the facilities in Custodian Manager to create and manage the custodians
and custodian groups. For instructions on how to do this, see the
Administrator's Guide and the online Help for Custodian Manager.

Assigning the required Active Directory permissions to the
Custodian Manager synchronization account

By default, Custodian Manager uses the account under which the Accelerator
Manager service is running when it synchronizes custodians and custodian groups
with the corresponding Active Directory accounts. However, if you prefer, you
can nominate a different account on a per-domain basis.

For instructions on how to specify a different user account for synchronization
purposes, see the Administrator's Guide.

The nominated synchronization account must have certain delegated permissions
to query the Active Directory domain.

To assign the required delegated permissions to the Custodian Manager
synchronization account

1 Open Active Directory Users and Computers.

2 Right-click the domain object, and then select Delegate Control.

3 Inthe Delegation of Control Wizard, click Next, and then click Add.
4

In the Select Users, Computers, or Groups dialog box, enter the required
account name, and then click OK, and then click Next.

5 Inthe TaskstoDelegate page, in Delegate the following common tasks, check
the following tasks, and then click Next:

m Read all user information
m Read all inetOrgPerson information

6 Click Finish.

Uploading the Discovery Accelerator report templates

Using Microsoft SQL Server Reporting Services as the reporting mechanism,
Discovery Accelerator provides extensive facilities for monitoring the details of
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a case and validating compliance with discovery requests. For information on the
available reports and guidelines on how to use them, see the Administrator's
Guide.

To make the reports available to users of the Discovery Accelerator client, you
must upload the supplied templates to your SQL reporting server.

Note: Any reports that you used with Discovery Accelerator 2007 or earlier are
not suitable for use with Discovery Accelerator 9.0.

To upload the Discovery Accelerator report templates

1 Onthe SQL reporting server, assign the following roles to the Vault Service
account:

m The System Administrator role on the SQL reporting server.
You can assign this role by using the browser-based Report Manager tool
that comes with SQL Server. First click Site Settings on the global toolbar
in Report Manager and then click Security. Then click New Role
Assignment and assign the System Administrator role to the Vault Service
account.

m The Content Manager role on the Home folder of the SQL reporting server.
To assign this role in Report Manager, click Security on the Properties
tab for the Home folder. Then click New Role Assignment and assign the
Content Manager role to the Vault Service account.

See the Microsoft Reporting Services documentation for more information.
On the Discovery Accelerator server, open the Accelerator Manager Web site.
Click Reporting Server at the bottom of the page.

The Uploading Reporting Server Templates page appears.

4 In the Reporting Server URL field, type the URL of the virtual directory of
the SQL reporting server. For example, you might type the following:

http://SQL_Server/ReportServer

where SQL_Serveris the name or IP address of the SQL reporting server. You
can specify the IP address in either IPv4 or IPv6 format.

Alternatively, if you have multiple SQL Server instances, you might type the
URL like this:

http://SQL_Server/ReportServer$instance name
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5 Inthe User Name field and Password field, type the credentials for the Vault
Services account. By doing so, you identify the Vault Services account as the
owner of all exchanges between the Discovery Accelerator server and SQL
reporting server.

Caution: The Accelerator Manager Web site does not authenticate the logon
credentials that you enter, so it is important to enter the correct ones. If you
omit the credentials or enter the wrong ones, Discovery Accelerator client
users will receive the error message "An error occurred creating the report"
when they try to generate reports.

6 Click Upload Reports.

Note that it can take several minutes to upload the report templates to the
server.

Configuring Discovery Accelerator for use in a Network Load Balancing

cluster

Network Load Balancing (NLB) is a clustering technology that Microsoft offers as
part of Windows Server 2003/2008.

NLB balances the network traffic across all the nodes in a cluster, which work
together to run a common set of applications and provide the image of a single
system to client users. NLB helps to enhance the scalability and performance of
Discovery Accelerator by distributing client requests across the nodes in the
cluster; background Discovery Accelerator tasks are unaffected. It also provides
high availability by detecting node failures and automatically redistributing traffic
to operational nodes.

The process of setting up an NLB cluster requires you to specify a virtual name
or IP address for the cluster. When they start the Discovery Accelerator client,
your users must specify this virtual name or address as the server to which they
want to connect.

For more information on load balancing, see the Best Practices Guide. This is
available from the following page of the Symantec Enterprise Support site:

http://www.symantec.com/docs/TECH159520
To configure Discovery Accelerator for use in an NLB cluster

1 Ensure that each node that you want to include in the NLB cluster has a fixed
IP address.

43


http://www.symantec.com/docs/TECH159520

Installing Discovery Accelerator
Installing the Discovery Accelerator client software

If you do not have these fixed addresses, you can obtain them from your
network administrator.

2 Use the Network Load Balancing Manager that comes with Windows to set
up and manage the cluster.

Consult the documentation that accompanies Network Load Balancing
Manager for guidelines on how to do this.

3 Install the Discovery Accelerator server software on each node in the cluster.

As a minimum, you must install the Enterprise Vault Accelerator Manager
service on each node.

Installing the Discovery Accelerator client software

Caution: The version of the client software that you install on your users'
computers must exactly match that of the Discovery Accelerator server software
on the Discovery Accelerator server.

The Discovery Accelerator release media include two packages with which you
can install the client software on your users' computers:

m An MSIinstaller package.

m A ClickOnce installation package. ClickOnce is a Microsoft technology that
lets users install a Windows application by clicking a link in a Web page.

One advantage of using the MSI installer package is that it lets you install the
client software on a per-user or per-machine basis, whereas ClickOnce installations
are on a per-user basis only. On the other hand, ClickOnce provides the ease of
deployment of Web applications and makes it simple to distribute updates to the
Discovery Accelerator client.

Note: You cannot use both packages to install or upgrade the Discovery Accelerator
client on the same computer.

Modifying the configuration file for the Discovery Accelerator client

Before you proceed, it is a good idea to modify the configuration file that

accompanies your chosen installation package. One of the settings in this file is
the name or address of the computer on which you have installed the Discovery
Accelerator server software. By providing this information in the configuration
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file, you can save your users from having to supply the computer name or address
when they first start the Discovery Accelerator client.

To modify the configuration file for the Discovery Accelerator client

1

Locate the configuration file AcceleratorClient.Exe.Config in the
installation media for the Discovery Accelerator client software.

Open the configuration file in a plain text editor such as Windows Notepad.

Find the following configuration setting:

<add key="AcceleratorServer" value="localhost" />

Replace the value with the name, fully qualified domain name, or IPv4 or
IPv6 address of the computer on which you installed the Discovery Accelerator
server software. For example:

<add key="AcceleratorServer" value="server2" />

If you have configured Discovery Accelerator for use in a Network Load
Balancing cluster, you must specify the virtual name or IP address of the
cluster.

Save and close the file.

Using the MSI installer package to install the Discovery Accelerator

client

Typically, you distribute the Discovery Accelerator client software by directing
users to a central location from which they can run the MSI installer package. By
default, the installer package for the Discovery Accelerator client software
performs a per-user installation of the software. This type of installation does
not permit other users of the computer to run the application. However, if you
have administration privileges on the computer and want to permit all users to
run the application, you can perform a per-machine installation.

To install the Discovery Accelerator client software

1

Ensure that the configuration file AcceleratorClient.Exe.Config fileisin
the installation folder for the Discovery Accelerator client software.

Do one of the following:

m To perform aper-user installation, start the Discovery Accelerator installer
paCkage(Symantec Enterprise Vault Discovery Accelerator

Client.msi)
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m To perform a per-machine installation, open a Command Prompt window

and then type the following:

msiexec /I "path to/Symantec Enterprise Vault Discovery
Accelerator Client.msi" TARGETDIR="install path" ALLUSERS=1
Where:

path_to Specifies the path to the .msi file.

install path  Specifies the path to the folder in which to create an
Enterprise Vault Discovery Accelerator subfolder
for the client software.

For example, if the .msi file is located at the root of the D: drive, and you
want to install the client software in the folder c:\Program Files

(x86) \Enterprise Vault Discovery Accelerator, you must type the
following:

msiexec /I "D:\Symantec Enterprise Vault Discovery Accelerator

Client.msi"™ TARGETDIR="C:\Program Files (x86)" ALLUSERS=1

Caution: If User Account Control (UAC) is enabled on your computer, you
must open the Command Prompt window with administrator privileges.
Right-click the Command Prompt shortcut on the Windows Start menu
and then click Run as Administrator.

3 Follow the on-screen instructions.

Using ClickOnce to deploy the Discovery Accelerator client

ClickOnce is a deployment technology that Microsoft has developed for the .NET
Framework. It is designed to deploy applications from the Web, keep them up to
date, and minimize the effect that those applications have on your users'
computers.

In outline, the procedure for using ClickOnce to deploy the Discovery Accelerator
client is as follows:

m Obtain a code-signing certificate with which to sign the ClickOnce package.

m Obtain the SHA-1 thumbprint of the code-signing certificate.

m Edit the supplied MSBuild file to suit your environment, and then build the
final deployment package.

m Copy the deployment package to your IIS Server computer.



Installing Discovery Accelerator
Installing the Discovery Accelerator client software

m Set up a Web site from which users can run the installation.

The following sections describe these steps in more detail.

Note: The Discovery Accelerator release media include a ready-made ClickOnce
package with which you can review the contents of a deployment package without
needing to obtain a certificate, edit the MSBuild file, or build the final package.
However, this sample package is not intended for use in production environments.

Obtaining a code-signing certificate

One of the fundamentals of the ClickOnce design is that deployment packages
must be secure and trusted. So, it is a requirement that all ClickOnce packages
are signed using a suitable code-signing certificate. If you do not have one, you
can make a self-signed certificate by running Microsoft's Certificate Creation Tool
(Makecert .exe). This tool is available in recent versions of Visual Studio and the
Windows SDK.

To make a self-signed certificate

1 OpenaCommand Prompt window.

2 Change to the folder in which you have installed Makecert.exe.
3 Type the following command:

makecert -a shal -b mm/dd/yyyy -e mm/dd/yyyy -eku oid -n

"CN=certificate name" -pe -r -ss store

where the parameters are as follows:

-a Specifies that you want to use SHA-1 as the signature algorithm.
-b Specifies the date from which the certificate is valid.
-e Specifies the date on which the certificate expires.

-eku Inserts one or more key usage object identifiers (OIDs) into the certificate
to denote that the certificate is intended for code signing.

-n Specifies the certificate name. This name must conform to the X.500
standard. The simplest method is to enclose the name in double quotation
marks and precede it with CN=; for example, "CN=myName".

-pe Marks the generated private key as exportable so that you can include it
in the certificate.

-r Creates a self-signed certificate.
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-ss Identifies the certificate store in which to store the output certificate. Enter
My to store the certificate in your personal store.

For more information on these options, see the following article on the
Microsoft Web site:

http://msdn.microsoft.com/en-us/library/bfsktky3(VS.80).aspx

For example, the following command creates a self-signed certificate that
"YourCompany Inc" has issued and that is valid until January 2036. The
command imports the certificate directly into your personal certificate store:

makecert -a shal -b 01/01/2000 -e 01/01/2036 -eku
1.3.6.1.5.5.7.3.3 —n "CN=YourCompany Inc" -pe -r -ss My

Obtaining the SHA-1 thumbprint of the code-signing certificate

As part of the procedure for customizing the ClickOnce deployment package, you
must supply the SHA-1 thumbprint of your code-signing certificate.

To obtain the SHA-1 thumbprint of the code-signing certificate

1

o b~ W N

On the Windows Start menu, click Run.

Type mvc, and then click OK to open the Microsoft Management Console.
On the File menu, click Add/Remove Snap-in.

In the Add/Remove Snap-in dialog box, click Add.

In the Add Standalone Snap-in dialog box, click Certificates, and then click
Add.

In the Certificates snap-in dialog box, click My user account, and then click
Finish.

Click Close to close the Add Standalone Snap-in dialog box.
Click OK to close the Add/Remove Snap-in dialog box.

In the console tree at the left, under Certificates - Current User, double-click
Personal and then click Certificates.

10 Double-click the certificate that you want to use for code signing.

11 On the Details tab of the Certificate dialog box, click the Thumbprint field.
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Certificate 2=l

General  Detals |CertiFicati0n Path I

Show: |<AII> j
Field | Yalue | ﬂ
Key Usage Certificate Signing, OFf-line CR...
Subject Key Identifier 23zedfed8l b4 d0a4fdae ...
Netscape Cert Type 35L CA, SMIME CA (06)
CRL Distribution Points [1]CRL Distribution Point: Distr...
Thumbprint algorithm shal
Thumbprint 6a 17 45 70 49 16 fb &8 44 53...
Friendly name ClickOnce Test, Inc,

Enhanced key usage (prope... Secure Email, Server Authenti..,

3 do

70 al

Edit Properties... | Copy to File. .. |

12 Select the value of the Thumbprint field, and then press Ctrl+C to copy it to
the Clipboard.

Customizing and building the ClickOnce deployment package

The Discovery Accelerator ClickOnce package comes with a file called
GenerateClickOnce.msbuild, which you can customize to suit your environment.
For example, this file lets you specify the IIS Server address from which users can
run the installation. You can also choose whether an installed Discovery
Accelerator client should perform an update check at start-up.

After you have set your preferred configuration options in the file, use the MSBuild
engine to build the final deployment package. This engine is included in .NET
Framework 2.0 and later.

To customize and build the ClickOnce deployment package

1 Copy the files from the following folder in the release media to a new folder
on your local drive:

..\Symantec Enterprise Vault Discovery Accelerator

version\Client\ClickOnce\ApplicationFiles

2 Browse to the new folder in Windows Explorer.
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3 Open the GenerateClickOnce.msbuild file in a plain text editor such as
Windows Notepad.

4  Modify the following properties at the start of the file:

Thumbprint Specifies the SHA-1 thumbprint of the code-signing
certificate. Remove the spaces from the string. This
certificate must exist in your personal store.

See “Obtaining the SHA-1 thumbprint of the code-signing
certificate” on page 48.

OutputPath Specifies the folder in which to output your ClickOnce
deployment package.
DeploymentPath Specifies the IIS Server address from which users can obtain

the ClickOnce deployment package.

See “Making the ClickOnce deployment package available
for download” on page 51.

EnableAutoUpdates Specifies whether an installed Discovery Accelerator client
should automatically check your nominated deployment path
for updates. Valid settings are "true" or "false".

For example, you can set the properties as follows:

<Thumbprint>df9634cc5e654£07521d11de8bc03d6ed789ef8e</Thumbprint>
<OutputPath>\\Serverl\WebServer</OutputPath>
<DeploymentPath>http://server2/discovery</DeploymentPath>
<EnableAutoUpdates>true</EnableAutoUpdates>

Save and close the file.

In Windows Explorer, search the folders under your .NET Framework
installation for the file MsBuild.exe.

Open a Command Prompt window.

Change to the folder that contains the most recent version of MSBuild.exe.
For example, you can type the following:

cd C:\WINDOWS\Microsoft.NET\Framework\v3.5
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9 Type the following command:
MSBuild path to\GenerateClickOnce.msbuild

where path_to specifies the absolute path to the GenerateClickoOnce.msbuild
file. For example, you can type the following:

MSBuild c:\ClickOnce\GenerateClickOnce.msbuild

MSBuild creates the final deployment package in the folder that you specified
with the OutputPath property.

10 Copy the contents of the output folder to the required location on your IIS
Server computer.

Making the ClickOnce deployment package available for
download

After you have built the ClickOnce deployment package and copied it to a folder
on your IIS Server computer, you must set up a Web site in IIS that points to this
folder.

To make the ClickOnce deployment package available for download
1 OpenIIS Manager on the server that is to host the Web site.

2 Right-click the container for your default Web site and then click New >
Virtual Directory.



52

Installing Discovery Accelerator
Installing the Discovery Accelerator client software

7

t{ Internet Information Services {I15) Manager - IEIIzI
¥ Fle Action  View Window Help | _l& =]
> m B 2E 8> =0
?.5 internet Information Services | Cornpuker | Lacal | WVersion
-5 8 SERVERT (local computer) | S0 SERVER (local computer) Yes 115 6.0
[-__| Application Pools
[+ Web Sites
- i ke
+-__| Web Service  Explore
[#-Z Default SMT  Open
Petmissions
Browse
Shark
Skop
Pause
web St
4 | All Tasks b eb Site (From File)... _pl
- Yirtual Directory..
Create new Web Virtual C i Ll :
e ety (R e virtual Directory {From File)...
Delete
Rename
Refresh
Properties
Help

When the Virtual Directory Creation Wizard appears, click Next.

Set the virtual directory alias to match the value of the DeploymentPath
property in your GenerateClickOnce.msbuild file.

For example, you would set the alias to piscovery if you set the
DeploymentPath property to http://server2/discovery.

For the Web site home directory, enter the path to the folder that contains
the ClickOnce deployment package, and then click Next.

When the wizard prompts you to set the access permissions for the virtual
directory, click Next without changing the default permissions.

Click Finish to close the wizard and create the virtual directory.

To configure the settings for the virtual directory

1
2

Open IIS Manager on the server that is to host the Web site.
Right-click the new virtual directory, and then click Properties.

On the Directory Security tab, click Edit under Authentication and access
control.

Ensure that Enable anonymous access is checked.
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On the HTTP Headers tab, click MIME Types.

In the MIME Types dialog box, register the following file extensions and their
associated MIME types:

m The file extension .Deploy and the MIME type application/octet-stream.
m The file extension .Manifest and the MIME type text/xml.

Installing the Discovery Accelerator client from the IIS Server
computer

Users can install the ClickOnce package after you have deployed it to your IIS
Server computer.

Note: The Discovery Accelerator client provides a facility with which you can
notify new users that the ClickOnce deployment package is available. When you
assign a role to a user in the Role Assignment tab of the Discovery Accelerator
client, you can click Send Email Invite to let the user know that he or she may
now perform a ClickOnce installation of the client. For more information, see the
Administrator's Guide.

To install the Discovery Accelerator client from the IIS Server computer
1 Open Internet Explorer.

2 Browse to the Web site from which you can obtain the ClickOnce deployment
package.

For example, you can specify the Web site address as
http://server2/discovery.

3 Click Install.

Updating a ClickOnce installation

ClickOnce packages are designed to be easily updated. When a new version of the
Discovery Accelerator client is available, you must rebuild the deployment package
and copy it to your IIS Server computer. The update option that you have set in
the GenerateClickOnce.msbuild file determines whether users download the
updated version of the client software when they next start the client.
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Troubleshooting

This appendix includes the following topics:

Enterprise Vault Accelerator Manager service not created
Enterprise Vault Accelerator Manager service does not start
Home page of Web site not found

Cannot create or upgrade Discovery Accelerator customer databases when
Symantec Endpoint Protection is running

Other applications using the same TCP/IP ports as Discovery Accelerator

Permissions error when uninstalling the Discovery Accelerator client from a
UAC-enabled computer

Users cannot start the Discovery Accelerator client when an invalid ClickOnce
update is available for download

Uninstalling the Discovery Accelerator client from a shared location may
prevent other users from starting the client

Enterprise Vault Accelerator Manager service not

created

If the installation program is unable to create the Enterprise Vault Accelerator
Manager service on the Discovery Accelerator server, you may need to create it
manually.

To create the Enterprise Vault Accelerator Manager service manually

1

2

In Windows Explorer, search the folders under your .NET Framework
installation for the file Tnstal1Util.exe.

Open a Command Prompt window.
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Enterprise Vault Accelerator Manager service does not start

Change to the folder that contains TnstallUtil.exe.
Run the following command:
InstallUtil "InstallFolder\AcceleratorManager.exe"

where InstallFolder is the path to the folder in which you installed the
Discovery Accelerator server software.

If the command fails, and you have more than one copy of TnstallUtil.exe,
try the same command with each of the other copies.

If service creation still fails, reinstall the .NET Framework and then type the
command again using the newly installed copy of Tnstallutil.exe.

Enterprise Vault Accelerator Manager service does

not start

If you cannot start the Enterprise Vault Accelerator Manager service, check the
status of the Windows Management Instrumentation (WMI) service. If the WMI
service has stopped, start it and then start the Enterprise Vault Accelerator
Manager service.

Home page of Web site not found

If you receive the message “Page Cannot Be Displayed” when you browse to the
home page of the Accelerator Manager site, Custodian Manager site, or Discovery
Accelerator API site, start IIS Manager and then check the following:

The virtual directories have been created.
The Web sites are running.

The virtual directory is configured to use ASP.NET 2.0 rather than an earlier
version.

If the installation program failed to create the virtual directory as part of the
installation process, you can create it manually.

To create the virtual directory manually

1
2

Open IIS Manager on the server that is hosting the Web site.

Right-click the container for your default Web site and then click New >
Virtual Directory.

When the Virtual Directory Creation Wizard appears, click Next.
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4 For the virtual directory alias, type one of the following, and then click Next.

EVBAAdmin For the Accelerator Manager Web site.
EVBACustodianManager For the Custodian Manager Web site.

EVBADiscovery For the Discovery Accelerator API Web site.

5 Forthe Web site home directory, enter the path to the appropriate subfolder
of the Discovery Accelerator program folder (acceleratorAdminWeb Or
CustodianManagerWeb), and then click Next.

6 Whenyou are prompted to set the access permissions for the virtual directory,
click Next without changing the default permissions.

7 Click Finish to close the wizard and create the virtual directory.
To configure the settings for the virtual directory
1 OpenIIS Manager on the server that is hosting the Web site.

2 Right-click the EvBAAdmin, EVBACustodianManager, OF EVBADiscovery virtual
directory, and then click Properties.

3 On the Virtual Directory tab, do the following:
m Make sure that Read, Log visits, and Index this resource are all checked.
m Remove the entry in the Application name box.
m Make sure that the application pool is set to EVAcceleratorAppPool.

4  Onthe Documents tab, remove all the entries in the Enable default content
page box, and then add Login.aspx.

5 On the Directory Security tab, click Edit under Authentication and access
control.

6 Inthe Authentication Methods dialog box, uncheck Enable anonymous access
and check Integrated Windows authentication. (You can select Basic
authentication, but it is less secure.)

7 Click OK to save the changes you have made to the Authentication Methods
dialog box.

Click OK to close the properties dialog box.
Check that the Web site is running.
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Cannot create or upgrade Discovery Accelerator
customer databases when Symantec Endpoint
Protection is running

If Symantec Endpoint Protection is running on your Discovery Accelerator server,
you may be unable to create customer databases or upgrade existing ones. We
recommend that you shut down Symantec Endpoint Protection while you perform
these operations.

When the Discovery Accelerator server is running in a centrally managed Symantec
Endpoint Protection environment, you need only disable the Intrusion Prevention
check that is responsible for the issue. Although this disables the Intrusion
Prevention check on all servers that are in the same group as the Discovery
Accelerator server, it saves you from having to shut down Symantec Endpoint
Protection completely.

To disable Symantec Endpoint Protection's Intrusion Prevention check

1 Logon tothe computer where the Symantec Endpoint Protection Manager
Console is running.

2 Click Start > Programs > Symantec Endpoint Protection Manager >
Symantec Endpoint Protection Manager Console.

Click Policies.
Under View Policies, click Intrusion Prevention.

In the right pane, right-click your Intrusion Prevention policy, and then click
Edit.

Click Exceptions.
Click Add.
Select the signature ID 20079 in the list, and then click Next.

O 00 N O

Set Action to Allow and Log to either option, and then click OK.
10 Click OK.

11 Wait a few moments for Symantec Endpoint Protection to roll out the policy
to the servers in the group.

Other applications using the same TCP/IP ports as
Discovery Accelerator

Table A-1 lists the default ports that Discovery Accelerator uses.
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Table A-1 Default TCP/IP ports for Discovery Accelerator

Port Used by

8085 The Discovery Accelerator Web sites (Accelerator Manager, Custodian Manager,
and Discovery Accelerator API).

8086 Discovery Accelerator clients to communicate with the Discovery Accelerator
server.

If another application needs to use these ports, you can set Discovery Accelerator
to use different ones.

To change the port that the Discovery Accelerator Web sites use

1 Onthe Discovery Accelerator server, locate the copies of the web. config file
inthEAcceleratorAdminWebandCustodianManagerWebSubﬂﬂdersofthe
Discovery Accelerator installation folder.

Open each file in a text editor such as Windows Notepad.

3 Find the following line, and change the port number to a suitable alternative.

<add key="RemotePort" value="8085"/>

4  Save and close the files.
5 Restart the Enterprise Vault Accelerator Manager service.

To change the port that a Discovery Accelerator client uses to communicate with
the server

1 Onthe Discovery Accelerator client computer, locate the
AcceleratorClient.Exe.Config file in the installation folder.

This folder is typically $HOMEPATH%\Local Settings\Application

Data\Enterprise Vault Discovery Accelerator\Client
Open the file in a text editor such as Windows Notepad.

Find the following line, and change the port number to a suitable alternative.

<add key="AcceleratorServerPort" value="8086" />

4  Save and close the file.
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Permissions error when uninstalling the Discovery
Accelerator client from a UAC-enabled computer

When both the following conditions apply, the message "You must be an
Administrator to remove this application" appears when you try to uninstall the
Discovery Accelerator client from a computer in which User Account Control
(UAQ) is enabled:

You performed a per-machine installation of the client by using the MSI
instaHerpackage,Symantec Enterprise Vault Discovery Accelerator
Client.msi. Theissue does not arise when you choose to uninstall a per-user
MSI installation or ClickOnce installation.

You tried to uninstall the client by right-clicking the MSI installer package
and then clicking Uninstall on the context menu. The issue does not arise
when you uninstall the client through the Add or Remove Programs applet in
Control Panel.

To uninstall the Discovery Accelerator client in these circumstances

1

Right-click the Command Prompt shortcut on the Windows Start menu, and
then click Run as Administrator.

Enter the credentials that you want to use, and then click OK.
Type the following command:

msiexec /x "path to/Symantec Enterprise Vault Discovery

Accelerator Client.msi" /gb!

Where the /x parameter specifies that you want to uninstall the client, and
the /qb! parameter displays a basic user interface during the uninstallation
process.

Users cannot start the Discovery Accelerator client
when an invalid ClickOnce update is available for

download

If you publish a corrupt or out-of-date ClickOnce update on your IIS Server

computer, users may be unable to start the Discovery Accelerator client when

they next try to do so. To resolve this issue, copy the previously working ClickOnce

deployment package to your IIS Server computer.
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Uninstalling the Discovery Accelerator client from a
shared location may prevent other users from starting
the client

If auser uninstalls the Discovery Accelerator client from the same shared location
to which other users have installed the client, these users may no longer be able
to start the client. However, they can easily fix the problem by performing a repair
installation of their Discovery Accelerator clients.

To perform a repair installation of the Discovery Accelerator client

1 Oneach computer where you want to perform the repair installation, start
Control Panel.

Double-click the Add or Remove Programs applet.

Find and click Symantec Enterprise Vault Discovery Accelerator Client in
the list of installed programs.

Click the Click here for support information hyperlink.

Click Repair, and then follow the on-screen instructions.
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